NHO®OPMAILIMOHHOE ITMCbMO

O COCTOSIHUM IIPECTYIHOCTH, CBSI3aHHOM C
HEIIPaBOMEPHBIM 3aBJIAJICHUEM PEKBU3UTAMU
IUTACTUKOBBIX OAHKOBCKHMX KAapT U XMILEHUEM
CPEJCTB C KapT-CYETOB I'PAXKIAH.

WNHTEepHET M KOMIBIOTEPHBIE TEXHOJIOTUU CTPEMHUTEIBHO MPOHUKAIOT BO BCE
cdepbl KUZHEAEATEIIbHOCTH YeJIOBEKa, YTO MOPOXKAAET M HOBBIC BUIBI MPECTYITHOM
nesTeabHoCTH. BOo BceM MHUpe CIOXKHIIaCh TEHAEHUMS, KOI/1a METOAbl COBEPUICHUS
KUOEPIPECTYIICHH TOCTOSHHO COBEPIICHCTBYIOTCS W BHUJIOM3MEHSIOTCS, U
3a4aCTyl0, OMEPEkKAIOT PA3BUTHE CHCTEM 3aIUTHI.

[TocpenctBoM  roOaNbHOWM  KOMIbIOTEpHOW ceth MHTEepHeT  cranu
BO3MOXHBIMU  ()aKThl ~ BBIMOTaTEJIbCTB, MOIICHHUYECTB, PACHPOCTPAHEHUE
HapKOTUKOB M  JETCKOW  MopHOrpaduu, TPyMUHT, KUOEpOyJUIMHT |
KkuOepTeppopu3M, GUIITHUHT, BUILIUHT.

MulieHpt0 KuOEeprpecTyTHUKOB CTaHOBATCS HH(POPMAIMOHHBIE PECYPCHI,
OpUHaJUIekKae OaHKOBCKOMY — CEKTOpPY, TIOCYJapCTBEHHBIM  OpraHaMm M|
KOMMEpPUYECKUM OpraHM3alusM, a Takke KoH(puaeHIMalibHas uHpopMalus,
IIEPCOHAIIBHBIE TAHHBIE U UMYILECTBO TPaXIaH.

Pacipenue B pecnyOnuke  cdeppl  BHeOpeHHMs — MH(POpPMAIMOHHO-
KOMMYHUKAIIMOHHBIX TexHoyioru# (manee - UKT) o0ycinoBuio pocT uncia yrpos u
IPOTHUBOIIPABHBIX JE€SHUA B o0nacTh HWH(POPMAUMOHHONM U  (UHAHCOBOM
0€30MacHOCTH.

HecMoTpst Ha mprHUMaeMble MEphI, Ha MPOTSHKEHUH HECKOJIBKUX MOCIEIHUX
JeT  HaOdoJaeTcss  YCTOMYMBBIA ~ POCT  KOJIMYECTBA  PETUCTPUPYEMBIX
KHOepIpeCTyIJICHUH.

M301peHHOCTh TPECTYITHUKOB, TOCTOSIHHOE COBEPLIEHCTBOBAHNE METOJIOB U
CIIOCOOOB TIPECTYITHON JACSATENIBHOCTH OJHOBPEMEHHO C HHU3KOW IudpOBOM H
(UHAHCOBOM IPaMOTHOCTHIO I'PaXKAAaH, HEAOCTATOYHBIM YPOBHEM CHUCTEM 3aIUThHI
BJIEKYT JIaBUHOOOpa3HBIi  pOCT  4YHCIAa  PETUCTPUPYEMBIX  XUIIEHHH  C
WCIIOJIb30BAaHUEM KOMIIBIOTEPHON TeXHUKHU (cTaThst 212 VYroioBHOro Kojekca
Pecniy6nuku benapych (nanee - YK)).

Yucno 3apeructpupoBaHHbix Takux xuiennit B 2020 rogy (2 466) noutu B 4
paza npeBsicuiio ypoBeHb 2019 rona (618), uto cocrarmiser 6oaee 90% ot oOliero
KOJIMYECTBa MPECTYIJIEHUH B cepe BHICOKUX TeXHOJOTUM. [IpuunHeHHbI yiiepo
coctaBusl 1 527371 py6as (ymep06 3a Bech 2019 rom — 346 453 py6us). 3a Tpu
Mecsna 2021 roma 3aperucTpupoBaHo yxke 616 yKa3aHHBIX MpPECTYIUIEHUWA C
pazmepom yiep6a 573 819 pyOneti.

OTMedeHHBId OOHIMII  POCT 4YHUCIAa PETUCTPUPYEMBIX MPECTYIUICHU,
npenrycMOTpeHHbIX cratbeid 212 YK, o0O0yclioBi€H yBEIWYEHHEM TaKOBBIX,
COBEPIIIEHHBIX MTOCPeCTBOM miobanbpHOM cetn UutepHet u MKT.

Nudopmaruss o crmocobax COBEPIICHHS XHINCHHH C HCIOJIb30BaHUEM
KOMIBIOTEPHOM TEXHUKH COTJIACHO CBEACHUSM ETuMHOro rocynapcTBeHHOro OaHka
JAHHBIX O TPAaBOHAPYIICHUSAX MPUBEJCHA B TaOIHULIE:



Crioco6 coBepmienus xumenuit (ct. 212 YK) 2019 | 2020 32164265'
[TocpencTBoM 3aBlajieHUs PEKBU3UTAMH JocTyna u  (WJIH) 368 | 1841 | 457
HECaHKIIMOHUPOBAHHOTO JIOCTYIIA K pecypcam
[TocpencTBom npuoOpeTeHust TOBapoB B MIHTepHETE U (MIJIH) OTUIATHI 99 61 6
yCIIyT
[TocpencTBom HalineHHoU (ykpaneHHoi) BITK 90 169 35
[IyreM WCHOJB30BAaHUSA BPEAOHOCHBIX MpPOrpaMM ©  (HJIH) 18 | 117 o5
HECaHKIMOHUPOBAHHOTO JIOCTYIIA
WHoii crioco0 coBeprieHus 120 | 278 93
OO0wmit utor 618 | 2466 | 616

Bbonbias yacTs npecTyrieHui B cepe BHICOKUX TEXHOJOTUN COBEpUIAECTCS B
YCIIOBUSIX HEOUEBUIHOCTH.

Cnengyer OTMETUTh, YTO TpPaH3aKIUMU JEHEXKHBIX CPEACTB € OaHKOBCKUX
CUETOB IOPUAMYECKHUX JIUI U (PU3UUECKUX HA MOAKOHTPOJIbHbIE OAHKOBCKHE CUETA
NPECTYINHUKOB, KaK [OKa3bIBa€T IMpaKTHUKa, CBSA3aHbl C TPaHCTPAHUYHBIMU
nepeBolaMu Ha 3apyOekHble cueTa (MPAaKTHYECKH BCE IMOXMILEHHBIE Yy Tpa)aaH
JICHEKHBIE CpEJCTBA IEPEBOAATCS Ha CYeTa HMHOCTPAHHBIX OAaHKOB, a TaKXKe
AJIEKTPOHHBIE KOIIEIbKU 3apyOEeKHBIX IJIATEKHBIX CUCTEM).

[IpectynHOMY BO3AE€WCTBUIO MOCPEICTBOM INI00ATBHOM KOMITBIOTEPHOU CETH
HHTepHeT npenMyIlecTBEHHO MojBepraercs KoH(puaeHIMalbHas uHbopManus M
NIEPCOHAJIBHBIE TaHHBIE TPAXkKIaH.

BOnpIIMHCTBO  yKa3aHHBIX XHWIIEHUH COBEPIIEHO C HCIOJIb30BAHHEM
NepeaHHbIX JepKaTeIsIMU PEKBU3UTOB OAHKOBCKUX IJIACTHKOBBIX KapT (daiee -
BIIK), B wacTHOCTH - Tpex3HA4HOTO 3amuTHOTrO Kojaa (CVV2/CVC2 kona npoBepku
MOJJIMHHOCTH OAHKOBCKOM KapThl).

[Ipu >TOM Mepbl TEXHMUYECKOW 3allMThl JOCTyna K OaHKOBCKUM cCuUeTaM
YCHEIIHO MPEOoJI0JIEBAIOTCA MPUEMAMU  «COLMAJIbHOM  MH)XXEHEpUW», KOrja
BBEJICHHbIE B 3a0Jy)KJ€HUE O MPABUJIBHOCTU CBOMX JEHCTBUN KIMEHTHI OaHKOB
MPEIOCTABISAIOT 3JIOYMBIIUIEHHUKAM PEKBU3UTHI JOCTYNa K CBOMM CUETaM, YTO
MPUBOJUT K XUIIEHUIO IEHEKHBIX CPENICTB.

Haubonee  pacmpocTpaHeHHBIMH  CIIOCOOAMH  COBEPIICHHS  TaKUX
NPECTYIUIEHUH B HACTOSIIEE BpeMs SBISIOTCS XWILECHHS JACHEXHBIX CPEACTB
rpaxaaH, pa3MEeCTUBIIUMX OOBSBIECHUS Ha TOPIrOBbIX HHTEPHET-TUIOIIAIKAX
(puuMHT), MOCPEACTBOM HECAHKIIMOHUPOBAHHOTO JIOCTYyIA K yYETHBIM 3alUCSM B
COLIMAJBHBIX CETAX, a TaKKe C HCIOJb30BAHUEM PEKBU3UTOB OaHKOBCKUX
IUIATEKHBIX KAapTOYEK, IOJYYEHHBIX B XOJ€ 3BOHKOB TpaKJaHaM IIOJ BHUIOM
COTpyJHHKA OaHKa, MPaBOOXPAHUTEIHLHOIO OpTraHa (BUIIIUHT).

OuimmHr — BUI HHTEpHET-MOILIEHHUYECTBA, LEIBKD KOTOPOrO SBISETCS
MOJIy4YeHHE J0CTyna K KOH(UACHIIMAIbHBIM JaHHBIM BlaJeblla OaHKOBCKOM
KapThl. 910 JIOCTUTaETCS IIyTEM IIPOBEACHUSA PACCBUIOK CMC-

COOOIICHUI/3JIEKTPOHHBIX THUCEM OT HMEHHM MONYJSAPHBIX OpEeHIIOB, BHYTpU
Pa3IMYHBIX CEPBUCOB M COLUATIBHBIX CETEH, a TAKKE OT UMEHHU OaHKa.



Opna u3 HamboJee paclpOCTPAHEHHBIX CXEM (UIIMHTa HAa TEPPUTOPHUH
Pecnyonukum ~ bemapyce  cBsazana ¢ HHtepHeT-pecypcom  «Kufar.byy.
3/0yMBIIUIEHHUK MO/ TMPEUIOTOM  NMPUOOpETEeHUsT ToBapa  OCYIIECTBIISIET
NEepenucKy, Kak MpaBUJI0O B MecceHmkepe «Viber», B X0Je KOTOPOW OTIpaBiseT
COOOIIeHHEe, COJiepKalllee CChUIKY ¢ aapecoMm (eitkoBoro HWMHTepHeT-pecypca,
CXOJHOTO TIO COJEPKaHUIO C CaWTOM OJHOM U3 CIOy»KO JOCTaBKHM TOBapa,
CO3JaHHOTO MPECTYIMMHUKOM CHEIHAIbHO /JIs 3aBlIaJicHUuss KOH(MUIECHIIMATbHBIMU
JTaHHBIMU OAHKOBCKOM IMJIaTeKHOM KapThl nmoTepreBiiero. [loms3oBatens UnTepHeT-
pecypca «Kufar.by», mymas, 4To BBOOUT CBEACHHS ISl TOJYYCHHUS JIEHEKHBIX
CPEICTB 3a CBOM TOBap, NPENOCTABISET TEM CaMbIM 3JIOYMBIIUICHHUKY BCE
HEO0OXOIMMBbIC TIIATSKHBIC JaHHBIC TTO KapTe.

BummHr — BuJ MHTEPHET-MOUIEHHUYECTBA, IEJIbI0O KOTOPOTO, Kak H
duivHra, SBISETCS TMOJYYEHHE JOCTyNma K KOH(PUACHIMAIbHBIM JaHHBIM
BIajebiia kKapThl. OCHOBHOE OTJIMUKE — UCTIOJIb30BaHKE TeNe(HOHHOM CBS3H.

Kak mnpaBumo, MOIIEHHUKH 3BOHAT OaHKOBCKMM KJIMEHTaM TIOJI BHJIOM
«cIy>KObl 0€30MacHOCTH OaHKa» WU «CIY>KObl (DMHAHCOBOTO MOHUTOPHUHIA» U
COOOIIAIOT O TOM, YTO IO KapTe sIKOObI COBEpIIICHA MMO03pUTeNbHas onepanud. [Tox
MPEIJIOrOM CIACEHUS IEHEKHBIX CPEICTB OHU 3aCTABJISIOT KJIMEHTA COBEPIIUTH P
JEUCTBUN, 4TOOBI YKpacTh JIEHBIM ¢ ero cyera. Jlamee cxemMa MOIIEHHUYECTBA
Pa3BUBAETCS 110 HECKOJIBKUM CLICHAPHSIM:

- MOIIEHHUKHU BBIMAHUBAIOT TIJIATEXKHBIE TaHHBIC KapThl (16-3HaYHBIN HOMED,
UMsl BJIaJeblla, CPOK JEUCTBUS U TPEX3HAYHBIN KOJ] HA 0OpaTHOM CTOpOHE, a TAKKE
ko u3 CMC ot 0Ganka) MO0 0OMaHOM Y3HAIOT JAaHHBIC JJII BXOJAa B JIMUHBIN
KaOWHET;

- MOIIGHHHKHA B TIpOIleCCE€ 3BOHKA MPOCIT YCTAaHOBUTH Ha TenedoH
CIEUAJIBHOE TPUIOKEHHE SKOOBI ISl JIydllled 3aliuThl - MM OKa3bIBAeTCs
nporpamma yaaiaeHHoro noctyna u ynpasienus (Team Viewer, AnyDesk, RMS,
RDP, Radmin, Ammyy Admin, AeroAdmin), ¢ TOMOIIIbIO KOTOPOH MOMXHO 3alTHU B
JUYHBIA KaOWHET OHJIaliH-0aHKa >KePTBbI U MEPEBECTH OTTY/Ia JICHBI'M HA CBOW CUET;

- BO BpeMs 3BOHKA MOIICHHHKU YOEXIalOT CBOUX KEPTB CHATH JICHBIU B
OaHKOMATE M 3aYUCIIUTh UX Ha CHCIUATBHBIA CUET JIJISl «CIIACEHHS CPEJICTBY.

B nocnennee Bpemsi cTaiu MosiBIATHCS O0JIee CIOKHBIE CXEMBbI: K 3BOHKAM OT
«OaHKOBCKHUX pa0OTHHKOB» OOABWJIMCH 3BOHKH OT «IPABOOXPAHUTEIBHBIX
OpraHOB», KOTOPBIC «IOATBEPKIAIOT», YTO KTO-TO TMHITAET YKPACTh JCHBIU
KJIMEHTA, IO3TOMY MX HAJ0 CIACTU MyTeM MEepeBojia Ha «0e30MaCHbIN» CUeT.

OmHMM W3 HOBBIX CIHOCOOOB TaKXKe SIBISETCS 3BOHOK OT «OaHKOBCKOIO
paboTHHKA», KOTOPHIN B Pa3roBOPE YKa3bIBAET, YTO KTO-TO IMBITACTCS B3STh KPEIUT,
a OH, KaK COTPYJHHUK OTJieJia 0€30MacHOCTH CAeNIAaeT BCe, YTOOBI KPEIUT OJJ0OPEH HE
obL1. [loTepneBmemMy st COXpaHHOCTH JIEHET MpeuiaraeTcs 3a0J10KMpOBaTh KapTy
U U3MCHHUTh Tapojb HWHTEPHET-OAHKWHTA, HA YTO TMOCJICIHUA COTJIAIAeTCs,
MOATBEPIMB BCIO HE0OXoanMyro uHpopmanuio. B mociemyromem oOHapyKUBaeTCs
Mpomaxa co cueTa JICHE)KHBIX CPE/CTB.

Eme omaum crocoOom 3aBnajieHusi JICHEKHBIMH CPEACTBAMHU JepiKaTemeit
OAHKOBCKHX KapT SBISIETCS WHOOPMHUPOBAHHWE TOCIACAHUX ITOCPEACTBOM CETH
HMHTEpHET O BBHIMIPBILIE KPYITHOM CYMMBI JIEHEXKHBIX CpeAcTB. B xoxe mepenucku



3JIOYMBITIUICHHUKH, TI0J] TPEJIOTOM TIEePEYHCICHUS BBIUTPHINIA Ha OaHKOBCKYIO
KapTy, MpeasiaraloT MPOWTH MPOLENypy PETUCTpaliy Ha caiite, Tle AepKaTeib
OAHKOBCKOW KapThl yKa3bIBaeT (aMUIIUIO, UM U OTYECTBO, a TAKXKE MOOWJIbHBIM
TenedoH. 3aTeM 3alpaniuBalOTCs PEKBU3UTHI OAHKOBCKOW KapThl, HA KOTOPYIO
SAKOOBI OYJIET MePEUUCIATHCS BHIUTPHIIII.

MoIlIeHHUKH Takke MOTYT O0O0€llaTb HMHTEPHET-MOJIb30BATENI0 KPYIHYIO
CYMMY BBIMTPBIIIA WIM BBIIJIATHI, HO MEPENl 3TUM MPOCIT 3aIUIaTUTh HEOOJBIIYIO
«KOMHCCHIO» JINOO OCYIIECTBUTH «3aKPEMUTEIHHBINA TIATEXK.

[ToMUMO 3TOrO, /10 HACTOSIIETO BPEMEHU 3JIOYMBIILICHHUKA COBEPIIAIOT
XUIIEHUS JEHEXHBIX CPEACTB CO CYETOB IOJB30BATEIEH COLMAIBHBIX CETEH, C
KOTOPBIMH OHU BCTYMWJIW B MEPENMUCKY W TOCIETHUE IO BO3ICUCTBHEM OOMaHa,
JTOOPOBOJILHO MPEIOCTABWIIM CBEACHUS O CBOEH OAHKOBCKOM IUIATEKHOUW KapTe
au00 TPOU3BEIU TMEPEUUCICHUE JICHEXKHBIX CPEJACTB Ha TMOJKOHTPOJIbHBIN
MPECTYITHUKY CUET.

[ToTepneBIIMMHU OT HA3BAaHHBIX YTOJIOBHO-HAKA3YEMBIX JICSTHUMN SBIISIOTCS BCE
ciou Hacenenus. B 2020 romy ux KonmuecTBO cocTtaBuio 2 482 4yenoBeka, U3
KoTopbix 1 759 >xenmuu u 723 myxunssl (3a 3 mecsma 2021 roga — 622, cpenu
KOTOpbIX 408 xeHIH U 214 MyX4uH).

Bo3pacT moTepneBHIMX OT XUIIEHUH C HCIOJIB30BAHUEM KOMIBIOTEPHOM
TEXHUKU COCTaBUIL:

- menee 30 et — 617 mmm 24,9% (3a 3 mecsma 2021 1. — 106 wam 17,0%);

- ot 30 10 45 met — 970 v 39,1% (197 umm 31,7%);

- ot 45 10 60 met — 569 mnmm 22,9% (199 unu 32,0%);

- cBbime 60 get — 326 win 13,1% (120 wiu 19,3%).

[To conuaabHOMY TIOJIOKEHUIO HAWOOJBINEe KOJIMYECTBO TOTEPIEBITUX
OTHOCSATCS K CIICIYIOIINM TPYIIIaMm:

- paboune — 8 60 unu 34,6% (3a 3 mecsma 2021 1. — 245 unu 39,4%);

- BpPEMEHHO He paboTatoT u He y4yatcs — 512 unu 20,6% 89 wnu 14,3%);

- neHcuoHepsl — 326 wiu 13,1% (99 wiu 15,9 %);

- paOOTHUKH KYJIBTYphI, HAYKU, MEAUIIMHBI U 0OpazoBanust — 271 wim 10,9%
(65 nmm 10,4%);

- B OTITyCKE MO yXOay 3a pebeHkoMm o 3-x jet — 254 wim 10,2% (46 unu
7,4%);

- ciyxariue — 162 wim 6,5% (36 unu 5,8%).

ITo obpa3oBaTenbHOMY YpPOBHIO HaWOOJbIIEE KOJIUYECTBO MOTEPIEBIINX B
2020 roxy umenu cpenne-cnenuansHoe (1 072 umm 43,1 %) u Beiciiee (987 um
39,7%) ob6pazoBanune. CoxpaHuiach JaHHas TEHICHIUS M B TEKyIIEeM TOjay, 3a 3
Mecsiiia koroporo 251 (40,3%) moTepneBHINX UMENU CpeaHe-crneruaibioe u 220
(35,4%) BbICIICE OOpa30OBAHUE.

CooOmrast 00 U3JI0)KEHHOM, MPOIIY BbIIICYKa3aHHYIO MH(POPMAIUIO TOBECTH
70 CBeZieHUs1 pabOTHUKOB Bamrero npennpusTusi (OpraHU3alUHA, YYPEKICHUS ),
HaIeJIUB UX Ha HEOOXOIMMOCTh 0ojee BIYMUYMBOTO IMOAXO0Ja K HCIOJIb30BAHUIO
JUYHBIX OAHKOBCKHUX IUIACTUKOBBIX KapT, TMOBBIIICHUS 3alUIIEHHOCTH CBOUX
(UHAHCOBBIX COEPEKEHUI OT MPECTYIMHBIX MOCITaTEIbCTB.



[Ipunoxenue: namarka Ha 1 1.

[Ipunoxenue 1.




